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FOR SEMICONDUCTOR TEST?
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ISO 26262 Second Edition: What’s New for Semiconductor Test?

INTRODUCTION
With the trends of increasing technological complexity, software content, and mechatronic implementation,
the risks from systematic failures and random hardware failures grow. ISO 26262 includes guidance to avoid
these risks by providing appropriate requirements and processes. Part of the ISO 26262 standard requires the
automation tools used for the design and test of the chip to be qualified. Every tool in Mentor’s Tessent®
product family is delivered with a Software Tool Qualification Report to provide evidence of suitability for ISO
26262 tasks.
In 2018, ISO (the international organization for standardization) will release an updated version of the ISO
26262 standard. It will be extended to cover heavier road cars, trucks, buses, and motorcycles. The new edition
will also include an entirely new section focused on semiconductor components, integral parts of actual and
future electrical and electronic systems. This paper summarizes what’s new in the upcoming revision of the
2nd edition of ISO 26262 and how it relates to semiconductors.

WHAT IS ISO 26262 ALL ABOUT?
The international standard ISO 26262 addresses functional safety for road vehicles. ISO 26262 is intended to be
applied to safety-related systems that include one or more electrical and/or electronic (E/E) systems that are
installed in series production passenger cars with a maximum gross vehicle mass up to 3500 kg.
ISO 26262 establishes a process framework. It starts with identifying what is meant by “safety” when talking
about vehicles. What is the concept of safety, how do we determine the safety goals, what is a safe state,
where do we want to end up when do we have a malfunction, how can failures be prevented. All these ideas
are summed up in a safety concept. The standard also provides an automotive safety lifecycle (management,
development, production, operation, service, decommissioning).
When designing to ISO 26262, designers must develop a safety plan to describe all the work products needed
to achieve the safety goals. ISO 26262 provides an automotive-specific risk-based approach to determine
integrity levels. The Automotive Safety Integrity Level (ASIL) of any given component is classified depending
on the severity of effects of a device failure, the probability of exposure, and the controllability, that is, the
ability of the driver, or any passengers or persons in the vicinity of the vehicle’s exterior to avoid a specific
harm or damage. Figure 1 illustrates ASIL levels for vehicles.

Figure 1: ASIL for vehicles.
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ASIL classifications range from ASIL-A to ASIL-D, where ASIL-D is the most stringent and represents the likely
potential for severely life-threatening or fatal injury in the event of a malfunction. ISO 26262 uses ASILs to
specify applicable requirements of ISO 26262 to avoid unreasonable residual risk.
The ISO 26262 standard is comprehensive and covers all aspects of the hardware and software lifecycle from
design through testing and in-field operation. The Mentor Tessent product family offers a complete set of test
solutions to address the quality and reliability metrics mandated by the ISO 26262 standard.

ISO 26262 STANDARD
The ISO 26262 standard was first introduced in November 2011 [1]. It described in nine normative parts all
requirements to achieve functional safety, as shown in Figure 2. ISO 26262 addresses possible hazards caused
by malfunctioning behavior of E/E safety-related systems, including in interactions between these systems. It
does not address hazards related to electric shock, fire, smoke, heat, radiation, toxicity, flammability, reactivity,
corrosion, release of energy, and the like unless directly caused by malfunctioning behavior of E/E safetyrelated systems.

Figure 2: Elements of the ISO 26262 standard for functional safety. The concept of ISO 26262 is based on the V-model of product
development, from concept to final production. It includes sub-V-models for hardware and software-level initiation up to
integration.

The standard covers Safety Management (part 2), Safety Analysis (parts 3, 4, 5, 9), Vehicle Safety Lifecycle
(parts 3-7), and Supporting Process Controls (part 8). In 2012, the ISO 26262 standard was supplemented by a
part 10, which gives guidelines on ISO 26262, that is, it is the section that explains the standard and is
intended to enhance the understanding of the other parts of ISO 26262. It is informative only and imposes no
new requirements.
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As an EDA company, Mentor is focused on ISO 26262, part 8, section 11: “Confidence in the use of software
tools.” Mentor’s Tessent family of test and yield tools are all qualified for use in meeting the ISO 26262
standard.

TESSENT AND ISO 26262
The Tessent product family of tools provides solutions to address quality and the reliability aspects of ISO
26262 during both device manufacturing as well as in-system operation. Twelve Tessent products are now TÜV
-certified. The Tessent advanced test solutions can be used to target zero-DPM silicon. Unique diagnosis and
yield analysis capabilities of Tessent tools enable the quick and accurate root-cause analysis of field returns as
well as the identification of systematic defects that lead to yield excursions.
As required for ISO 26262 qualification, Tessent tools show evidence of the work products in order to show
how functional safety has been reached. All this is documented in a software tool qualification report for each
release of the tool. The software tool qualification report starts with a worksheet where specific customer use
cases are assumed. Based on those use cases, the tool’s impact on safety can be determined.

ISO 26262 SECOND EDITION
In September 2016 the first draft of a major update to the standard (“Draft International Standard” (DIS)) was
published and provided for international balloting. This draft is the basis for the final 2nd edition of ISO 26262.
Publication of the updated standard is expected in March 2018. Figure 3 illustrates the updated ISO 26262.

Figure 3: Overview of ISO 26262:2018. Part 11 is new. Other parts include additions.
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One of the primary extensions will be the opening of the standard to other vehicle classes, including heavier
road cars, trucks, buses, and motorcycles. “ISO 26262 is intended to be applied to safety-related systems that
include one or more electrical and/or electronic (E/E) systems and that are installed in series production road
vehicles, excluding mopeds.” However, ISO 26262 does not address unique E/E systems in special vehicles such
as E/E systems designed for drivers with disabilities.” [2].
The ISO 26262 standard currently includes 10 parts, and the update will add two additional parts. The new
part 12 will cover motorcycles [4]. Motorcycles require a new section because of all the external measures (e.g.,
riding rules, training and qualification of riders, personal protective equipment like helmets and infrastructure
features) that play a significant role in reducing risks.
More importantly for this discussion is the addition of part 11, which will focus on the application of ISO 26262
to semiconductors [3]. The current version of the standard does not explicitly address semiconductor
applications. The new part 11 lays out guidelines for the application of ISO 26262 requirements to
semiconductor development.
Part 11 gives a comprehensive overview of functional-safety related items for the development of a
semiconductor product. Part 11 starts by giving general descriptions of a semiconductor component and its
development and possible partitioning, then moves on to address several important items related to ISO
26262.
Pertinent to DFT is the chapter about hardware faults, errors, and failure modes. In that chapter, definitions of
various fault models and failure modes in relation to functional safety are defined. Part 11 also addresses
intellectual property (IP), specifically on any ISO 26262 related IP with one or more allocated safety
requirements. This new part of the standard will direct users to the applicable functional safety requirement
descriptions in other parts of the document.

CALCULATING SAFETY METRICS
One major aspect of developing integrated circuits and semiconductor devices for the automotive market is
the need to calculate quantitative safety metrics according to ISO 26262. Quantitative safety analysis in ISO
26262 focuses on random hardware failures and excludes systematic failures. For ISO 26262 compliance, there
must be an estimate of random failure rates over the lifetime of the device.

Figure 4: Bathtub curve showing the evolution of failure rate over time [3].
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Random failures are those that are introduced by the environment, not during design or manufacturing. These
failures can be caused by vibration, moisture or dirt, or circuit effects like noise, EMI, or electromigration. The
bathtub curve in Figure 4 gives a simplified view of the failure rate over time.
Part 11 will give clarifications, guidelines, and examples of how to calculate and use the base failure rate,
which is a primary input for calculation of quantitative safety metrics. ISO 26262 part 11 also provides
guidelines for the identification and analysis of possible common cause and cascading failures between given
elements. Finding these types of failures is done by using Dependent Failure Analysis (DFA) between
hardware elements, for example between a hardware element and its safety mechanism.
How are random failures estimated? Fault injection at a semiconductor component level is a commonly used
and known methodology, and it is briefly described in part 11. Reduction of random errors can also be
achieved through basic development and maintenance of production processes for safety-related elements
intended to be installed in road vehicles.
How do you protect against random failures? First, not all random failures are the same. If it is a non-safety
related function, it can be ignored for the purpose of ASIL classification. If the failure is in safety-related
functions, the designers can “harden” the vulnerable parts of the design by ensuring diagnostic coverage on
the chip, basically, a safety mechanism. If a failure is detected, it must be managed properly by taking the
circuit to a safe state. Hardening the design can include power-on self-test (POST) and interrupt-driven BIST,
both of which are available in the Tessent DFT tools.

DESCRIPTION OF SEMICONDUCTOR USE CASES
Semiconductors are mandatory for a wide range of E/E applications supporting actual and future electronic
systems, including electric vehicles, advanced driver assistance systems (ADAS), and upcoming fully
autonomous driving systems.
Part 11 of the 2nd edition of ISO 26262 describes important semiconductor use cases covering digital
components and memories, analog and mixed-signal components, programmable logic devices, multi-core
components, and sensors and transducers. Part 11 includes clear and comprehensive examples, including an
evaluation of a DMA safety mechanism, a microcontroller, and an analog device.
Part 11 in the next edition of ISO 26262 strengthens the focus on semiconductor requirements and ensures
the standard remains relevant when applied to systems commonly used in ADAS and fully autonomous
driving architectures. [5]

CONCLUSION
The upcoming 2nd edition of the ISO 26262 standard includes comprehensive revisions of the current
standard to cover heavier road cars, trucks, buses, and motorcycles and an entirely new part on
semiconductors. Part 11 offers detailed guidelines on semiconductor applications and architectures, with
detailed descriptions of what is important to reach functional safety certification for semiconductor
components. Because semiconductors are an integral part of actual E/E systems like ADAS in road vehicles, as
well as in future E/E systems for purely autonomous driving, this is a necessary step to extend the standard
towards future applications. The Tessent DFT and yield family of tools is ISO 26262 qualified and ready to help
semiconductor makers enter and thrive in the fast-growing market for automotive ICs.
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