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The original intent of IEEE in
introducing the 802.1x port-
based network access standard
based on the IETF extensible
authentication protocol was to
enable LAN infrastructure as a
means of authenticating and
authorizing devices attached
to them over point-to-point
connections (scenar io 1 in
Figure 1).

However, as a result of the
vulnerabilities reported in
early deployments of 802.11
WLANs, several vendors have
released their own solutions
(LEAP, PEAP, etc.) based on
the 802.1x standard. Since
WLANs use shared-media con-
nectivity (scenario 2 in Fig-
ure 1) as opposed to point-
to-point connections used over
Ethernet switches, several im-
provements in using 802.1x for
WLANs have been suggested.
The IEEE and Wireless Ether-
net Compatibility Alliance have
also specified the use of IEEE
802.1x for enhanced security in
WLANs.

As a result of 802.1x becom-
ing a key piece in the LAN secu-
rity framework, testing for
802.1x support in Ethernet
switches and WLAN access
points has become an important
activity considering the various

combinations that must be sup-
ported to ensure compatibility.

802.1x describes the archi-
tectural framework within
which the authentication and
consequent actions take place.
Moreover, it supports various
authentication methods such as
one-time passwords, certifi-
cate-based authentication and
SIM-based authentication.

The standard defines that
the systems on the LAN adopt
one of the following distinct
roles within an access control
interaction:
• Authenticator—The port that

wishes to enforce authentica-
tion before allowing access to
the services accessible via the
port.

• Supplicant—The port that
wishes to access the services
used by the authenticator’s
system.

A further system role is de-
scribed as the authentication
server. This performs the au-

thentication functions neces-
sary to check the credentials of
the supplicant and indicates to
the authenticator as to whether
the supplicant is authorized to
access authenticator’s services.
Remote authentication dial-in
user service (RADIUS) has be-
come the most commonly
implemented protocol between
the authenticator and the au-
thentication server, although
802.1x does not mandate the
use of RADIUS.

Although the three roles are
necessary to complete the au-
thentication process, there can
be several variations possible.
In a simplified system, for ex-
ample, an authenticator and
authentication server may be
co-located within the same sys-
tem without the need for an ex-
ternal server. Also, a port may
adopt the supplicant role in
some exchanges, and authenti-
cator role in others. The latter
scenario is useful when a
WLAN access point that has
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Figure 1: Since wireless LANs use shared-media connectivity as opposed to point-to-point connections in Ethernet switches, several
improvements in using 802.1x wireless LANs have been suggested.

been newly added to the LAN
has to be authenticated by a
port of the Ethernet switch be-
fore it can authenticate other
WLAN hosts that will connect
using its services.

Start with configurations
The operation of 802.1x has the
effect of creating two distinct
points of access to the authenti-
cator (any frame received on the
physical port is made available
to both points of access):
• Uncontrolled port—This

point of access allows for un-
controlled exchange of PDUs
regardless of the authoriza-
tion state.

• Controlled port—This point of
access allows for exchange of
PDUs only if the current state
of the port is authorized.

The AuthControlledPort-
Status indicates the status of
the controlled port as being ei-
ther authorized or unautho-
rized. In addition, an Auth-
ControlledPortControl param-
eter allows administrator
control to set the port as
ForceUnauthorized, Auto or
ForceAuthorized.

The values of the AuthCon-
trolledPortControl parameter
for every port in a system can
be overridden by means of the
SystemAuthControl param-
eter. Thus, for example, set-
ting the SystemAuthControl
parameter to ‘disabled’ causes
authentication to be disabled
on all ports and forces all ports
to be authorized. Meanwhile,
setting it to ‘enabled’ causes
each port’s authentication sta-
tus to be controlled in accor-
dance with the value of the
port’s AuthControlledPort-
Control parameter. Finally,
any access to the network is
subject to the current adminis-
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AndminMACstate System Auth Auth controlled EAP Auth controlled
control port control authentication port status

Enabled Enabled Force authorized x Enabled
Force unauthorized x Disabled
Auto Sucess Enabled

Failure Disabled
Disabled x x Enabled

Disabled x x x Disabled

Table 1: The Ethernet switch should be tested for all the combinations for the resulting value of AuthControlledPortStatus.



trative and operational state of
the MAC. If the MAC is ren-
dered inoperable, then no pro-
tocol exchange of any kind can
take place.

In secure configurations,
SystemAuthControl will be set
to ‘enabled’ and AuthControlled-
PortControl will be set to ‘auto’
or ForceUnauthorized. Mean-
while, the Ethernet switch
should be tested for all the com-
binations for the resulting value
of AuthControlledPortStatus
(Table 1).

Authentication framework
When using 802.1x authentica-
tion in a LAN, the station (sup-
plicant) needs to be authenti-
cated by the LAN infrastructure
(Ethernet switch). However,
this simple scheme causes a po-
tentially dangerous situation
similar to the “man-in-the-
middle attack”, wherein an in-
truder masquerades itself as the
authenticator and gets access to
the authentication information

from the station. Mitigation of
this type of attack requires a
two-step authentication—the
workgroup switch is authenti-
cated by the main Ethernet
switch, and then the station is
authenticated by the workgroup
switch. Thus, a workgroup
switch should be tested for sup-
port of both the supplicant and
the authenticator.

In WLAN situations, it is
also necessary to test if the mu-
tual authentication between
the host station and the authen-
tication server via the access
point is performed correctly.
This is necessitated to mitigate
the rogue-access point sce-
nario, where the access point is
introduced by the intruder to
gain access to the host station
and eventually to other stations
in the network.

Interoperability with the au-
thentication server has to be
tested to verify that the authen-
tication procedures are prop-
erly implemented. The compo-

nent of the 802.1x implementa-
tion that interacts with the au-
thentication server is called the
back-end authentication state
machine. Since 802.1x sup-
ports timeout of authorization
state information on a periodic
basis, this aspect should also be
tested.

Tests should be conducted
for all the supported authenti-
cation types, such as EAP-MD5,
EAP-TLS, EAP-TTLS, and sup-
ported security mechanisms
such as PEAP, LEAP, etc. Some
of these methods involve the
use of a third-party certifica-
tion server.

Key management
The enhanced privacy, data au-
thentication and replay protec-
tion mechanisms require fresh
cryptographic keys. Hence, the
802.1x’s support for automatic
key distribution is used in
WLANs. This is another critical
component of 802.1x that needs
to be tested.

Category Description Test

802.1x EAPOL authentication with Supplicant-connection with
authentication RADIUS-based authentication server aunthenticator, authentication,

held state, log off

Authenticator-connection with supplicant,
request/response to AS, authentication
timeout, reauthentication of supplicant,
controlled directions, mutual authentication

EAP authentication Supported authentication types Verification of supplicant and authenticator for
types such as EAP-TLS, EAP-TTLS and support of EAP types

security mechanism such as LEAP,
PEAP etc. with RADIUS-based
authentication server

Key management Key generation and distribution Key generation and distribution

Table 2: 802.1x tests categories.

802.1x’s widespread appli-
cation results in many more
test scenarios. Two other ex-
amples of this are link aggrega-
tion and virtual LAN (VLAN).
Since 802.1x acts on physical
ports, testing it with 802.3ad
link aggregation in Ethernet
switches require configuration
of ports as unaggregated ports.
After authentication, the port
can join an aggregate link;
similarly unauthorized ports
should be forced to leave the
aggregate.

Testing with 802.1Q VLANs
also work with a similar policy
of allowing assignment of
VLAN based on the outcome of
the 802.1x authentication. An
Ethernet switch port has to be
in the forwarding state during
authentication, permitting ac-
cess to the non-authenticated
LAN. Once authentication has
succeeded, a new VLAN-ID is
assigned to the port while the
port remains in the forwarding
state.

Security being a critical as-
pect of today’s enterprise net-
works, the 802.1x standard is
being increasingly imple-
mented by Ethernet switch ven-
dors and WLAN vendors alike.
As more improvements to the
security frameworks are being
made, implementors have to
ensure conformance to the
standards and interoperability
with other vendor implementa-
tions with the added challenge
of maintaining compatibility
with legacy protocols. A com-
prehensive approach to testing
will help address the challenge
of releasing consistently well-
tested standards-based prod-
ucts in the marketplace.  


