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Abstract general population. They also need to be flexible enough to
The paper shows how engineers can establish a high-patew for upgrades to Small Office and Home Office (SOHO)
formance platform for cost-effective development of a varenvironments where more computers are connected and se-
ety of high-speed, Internet-enabled devices that simultedrity is of a higher importance. Additionally, in SOHO
neously support Internet security features, such as virtualvironments voice communications among different nodes
private networking (VPN) protection. are important tasks to be included in the implementation of
The concept of Home Network is explained with briethe network.
illustration of different physical network technologies. Then
the implementation of residential gateways is described wiHome network design
several switch/router examples, including Ethernet-téFhe networked home is a product concept that has been on
HomePNA, Ethernet-to-HomePlug, and Ethernet-to-Wirdhe drawing board of many companies for the past several
less, using a single home-networking processor platformyears. Up till a year ago, home networking remained to
mean the connection of two or more computers in order to
Introduction share external broadband access and peripherals at home.
The advent of home networks has propelled the develdp-now includes the connection of entertainment network
ment of Residential Gateways in recent years. Modern homennection, home control and automation, and even certain
networks have evolved beyond a simple connection netwdskpe of voice distribution over the data network in the form
between two or more PC'’s in the home that was marked bf/packetized voice. Itis envisioned by many that this home
the traditional Local Area Network (LAN). Connecting tonetwork is controlled by a Residential Gateway placed be-
external Wide Area Networks (WANS) via a broadband coriween the external broadband and the internal network.

nection such as ADSL and Cable Modem has become

Lo~

less LAN, Home Plug power line connection, and Hom
PNA phone line network are becoming necessary. el —
These requirements have combined to make designing
residential gateways challenging. Residential gateways nged
to include adaptability and flexibility in their designs as wel [ ‘
reduced cost and simplicity. They need to adapt to the djf- A
ferent possible home network interfaces and have the flgx- b
ibility to support the myriad of equipment in the home ant
varying demands for features. The design cost needs to beThe following diagram depicts how a residential gate-
low, since the products are targeted at the households of eey PC is used to channel the data between the external

sential. Furthermore, additional features such as Netwdrk -
Address Translation (NAT) in the form of a DHCP client T

firewall security protection, and different physical conneg — —1= |
tion for the home network, such as the IEEE 802.11b Wirg- e = ——
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broadband access network and the internal home netwagpkwer surges that could pose serious attenuation problems
The home network shown here is multifunctional. It doefer data signals. Additionally, security among neighboring
not only connect the PCs and peripherals, but also contralsuses is an issue that needs consideration.
home appliances, distributes audio/video data through the

house, and connects the phones. Residential Gateway
signh must take into the consideration the physical layer
the home network may utilize many different forms, includ —

ing Ethernet, phone line, power line, and wireless.

i
Home network technologies /\ /_\
Because the home network can integrate a number of diff
ent technologies, a quick look at what constitutes the phyp ™% ™ mm=  mms o ey ki
cal layer is fundamental to understanding home networks

—
ol

()

Lal L

\ 20

Frequency Sharing of Phoneline

Home PNA In some respects, OFDM is similar to conventional Fre-
Home PNA builds the home network with a technology thajuency-Division Multiplexing (FDM). However, as a con-
utilizes the existing in-home copper wiring in the house fdrast to FDM, OFDM gives higher priority to minimizing
up to 10 Mbps. The technical specification of this technothe crosstalk interference among the narrow band channels
ogy was developed by the Home Phone Networking Assas well as the symbols of the data stream, and lower priority
ciation, hence the name Home PNA. Home PNA is an it perfecting individual channels. This is ideal for power
dustry association made up of PC system, networking, aline based data communication due to the inherent physical
semiconductor companies. problems illustrated above.

Home PNA data format is based on the Ethernet plat- Home Plug adopted a collision detection and avoidance
form. The Ethernet Media Access Control (MAC) layescheme called Carrier Sense Multiple Access with Colli-
data frames are modified so that the HomePNA can be caivn Detection (CSMA/CD) which allows data packets to
nected to the phone line physical layer. The following didse sent by multiple nodes. When a collision occurs, data
gram shows the difference between the traditional Etherrpckets are automatically resent. Home Plug also imple-
data frame and the Home PNA data frame. At transmistents a prioritization scheme for a basic level QoS (Qual-
sion, the header of the Ethernet data frame is replacedityyof Service). For security, it uses the 56-bit DES encryp-
data bytes that are specific to phone line wiring. When réen scheme.
ceiving, the Ethernet data frame is recovered.

Wireless 802.11b
e Modern wireless data communications use the 2.4GHz
= I frequency band called the ISM (Industry, Science, and Medi-

A et
T4

A = " cal) band in the USA. The following is a table showing the
B | == | ~—= 1| usage of this band in different countries:
Comparison of Ethernet and Home PNA data frames Fagion Frequeemey Banlwadth
Euraps 2.4 -24835 GHz B3.5 MHz

One advantage of Home PNA is that the data trar | | {
mission can coexist with the voice signal of telephone a France 24465 - 24835 GHz 17 MHz
ADSL. The Home PNA utilizes the higher bandwidth ¢ |
the copper wire, while voice and ADSL use lower fre | _ _
guency bands. The following diagram illustrates the shi K] 14— 24535 GHe #3.5 MHz
ing of the frequency bandwidth:

Japan 24710 - 2.497T0 OHz 15 MHz

Spamn 1445 -2.475 OHz 30 MHz

Home Plug
Home Plug Power Line Association was formed in April  The two primary wireless LAN technologies utilizing
2000 to develop and promote a high-speed data netwdhe 2.4 GHz band are Home RF and IEEE802.11b. Both
using power lines. The physical layer is designed faechnologies are based on spread spectrum where carrier
10Mbps and uses a technology called Orthogonal Frequeriiigguency is spread over a range. Home RF uses frequency
Division Multiplexing (OFDM). OFDM is a method of digi- hopping, while 802.11b uses direct sequencing. Direct Se-
tal modulation in which a signal is split into several narrowuence Spread Spectrum (DSSS) works by modulating the
band channels at different frequencies. The technologydarrier frequency with a chirp sequence over a fixed fre-
focused on minimizing interference among channels clog@ency band. Frequency Hopping Spread Spectrum (FHSS)
to each other in frequency. allows the signal carrier frequency to hop among several
The common challenges of power line data communirequency bands. DSSS has a longer range than FHSS, and
cation include widely varying noise sources, impedanamlls can be more closely grouped together than with FHSS.
variances, matching problems, multi-path effects, and islowever, FHSS has better immunity to interferences, espe-
sues with noise filters originally intended for filtering outcially multi-path interference, lower RF subsystem cost, and
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has the capability for more channels (up to 15) to co-locagary to translate the port address that identifies a particular
than DSSS. IP transaction. This function is called Port Address Trans-
802.11b has gained an industry momentum over the péation (PAT) and is also performed by the RG as well. NAT
several years and is now the de-facto standard for wirelessd PAT can implement computer security firewall in its
LAN, with 11-Mbps-data-rate products shipping. As of thisimplest form because they provide a shield on the IP ad-
paper, it is one of the most suitable and mature technologaress from the public.
for home networking. The hiding NAT method hides the IP addresses in the
Other advanced technologies include 802.11a, whictetwork behind a single IP address and disallows any in-
operates at the 5GHz frequency band and can attain a daaand communication sessions to be initiated from the out-
rate of up to 50 Mbps. However, the RF system is still quitgde. PAT is similar to hiding NAT in that a single public
costly and is not yet in the mainstream of products today address is used for all private IP addresses. PAT, how-
The 802.11a uses OFDM modulation to provide superiewer, requires that the public IP address be the address of

immunity to multi-path interference. the firewall. NAT/PAT routers do not do much more than
hide IP addresses and do not prevent Denial Of Service, or
Residential Gateway (RG) inspect incoming packets.

Residential Gateways can be roughly grouped into tB3eMedia translation
following types: broadband data gateways, entertainmehihe RG needs to translate broadband data to home network.
gateways, home automation gateways, and voice/data gd&er example, external ATM over ADSL data packets are
ways. The broadband data gateways are designed to altmmverted to Ethernet packets in the internal home network.
the multiple PC’s at home to share access to an exter&alch translation also involves data buffering and padding
broadband connection. when the packet sizes mismatch.

In addition to carrying data shared by PC’s, an ente#: Authentication and encryption
tainment gateway device also has the functions and featuv#een communicating with the external network, authenti-
to provide audio and video signal distribution through theation and encryption are usually required by the carrier in
house, video play on demand and billing control. An enteorder to provide necessary service to the customer. Such
tainment gateway device has the ability to decode and denctions can be performed by the RG.
compress video signals according to industry standards suchFor encryption, the Data Encryption Standard (DES) is
as MPEG. usually adopted and implemented. DES is an encryption

A home automation gateway device allows control dflock cipher defined by the U.S. government in 1977 as an
home appliances and the monitoring of home security refficial standard. It has a 64-bit block size and uses a 56-bit
motely. A voice gateway adds the feature of packetized voikey during encryption. It is a 16-round Feistel cipher and
over the home network media for a multiple attachmeiwriginally designed at IBM for implementation in hardware.
phone network. For small offices at home this will elimiThe 3DES algorithm repeats DES three times which makes
nate the need for additional phone lines and at the sagracking the encryption extremely difficult.
time make it possible to provide multiple phones.

The functions of residential gateways could include thResidential Gateway Design Using the CX82100 Chip
following: as an Example
1. IP address acquisition Residential hardware designs employ network processor
Home computers must have an IP address in order to acasips to perform the high level functions mentioned above
the public network, corporate network or Internet. It is reand physical interface chips to adapt to both the external
quired for data packets to reach the specific computers. Tdred internal physical networks. The network processor chips
natural place for assigning IP addresses for home compusually include a programmable microcontroller core with
ers is a Residential Gateway. embedded software to carry out the different RG functions.

IP addresses can be static or dynamic. For assigninglas architecture is favored over hard-wired logic because
dynamic IP address, the RG must support DHCP (Dynansgstems feature requirements may change with time. There-
Host Configuration Protocol) to be either a DHCP server dore there is the need for programmability. Also, field up-
arelay. As a server, the RG can supply IP addresses toghades of software are very important. Having a program-
computers in the home network from a pool of addressesble core with the ability to download programs makes
provided by the access network. As a relay, the RG céald upgrades possible.
broadcast the requests from the home network computers The following block diagram gives an illustration of the
to the ISP in the access network to obtain IP addresses. Residential Gateway design:
ISP returns the addresses to the RG, which in turn relays
these addresses to the home network computers.

2. Network address translation and firewall e ek
The IP address which a home network computer obtai TR e W L o .
from either the RG or the ISP in the external access ng — LY

work is usually unique in the domain of either the RG or th
ISP. But it may not be globally unique so it must be trang
lated to a unique address. This Network Address Trang] = ==s=di=iminmgmm e e
tion (NAT) is performed by the RG. It may also be nece$
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For example, Conexant Systems’ CX82100 Home N¢i

work Processor chip can be
Used to build such a device. In the following sever _~—'_| B
residential gateway arrangements are shown with th . . #oeie=s S
CX82100 chip. F—a. Ao e il r .
ke :‘—TII- ey ? r-:'..'.". T e 1| :. i
(X82100 Features [ - \

The CX82100 is designed specifically to allow for the var| o A
ous residential gateway functions to run smoothly and sim
taneously on an embedded platform. It incorporates a stdtgssonal Firewall using Cx82100
of-the-art processor core and has the following features: The embedded firmware run on the CX82100 network
« An embedded 144MHz (158 MIPS) ARM940T pro-processor includes DHCP (Dynamic Host Configuration
cessor core with 4K instruction and 4K data cachesProtocol) client and server functions, Point-to-point Proto-

¢ 16K x 32 internal ROM col over Ethernet (PPPoOE) support, firewall functions such
« 8K x 32 internal RAM as NAT/PAT based IP sharing and automatic SPI (Stateful
< A Memory Controller for SDRAM, SRAM, FLASH, Packet Inspection), VPN client and other common commu-

EEPROM nication protocols. For the single-PC, personal firewall en-
« Two 10/100 EMACs with MIl/7W interfaces vironment (such as the one cited above,) IP sharing is not
« A USB interface necessary. But, it is an important function for home net-
« General Purpose 10 Ports and Timers works where multiple PC's are present.

* Host Interface for Expansions

« JTAG for monitoring and debugging the embeddei
programs

» 196-pin CABGA for a small footprint

[

| HE

The following is a block diagram showing the CX82100.

There are two EMACs for Mil (Media Independent Intert “| "S55 /| ) [

face) connections that can be used on either the left sf ¥ o _"'a. Frarer A

(the broadband access) or the right side (the home netwaq 4 ; B

of the processor. There is also a USB port allowing a U$ == l"'t,_

connection to the host PC. St e e .
B

- = '—| . _ - SOHO Network with Firewall
e

= The following diagram shows an arrangement with mul-
e tiple PCs. In this diagram the residential gateway device is
"‘4‘-—|-|:;=:| 2% | (2] (=5 [ =5 I| = ”{ - also a router. All the PCs in the home network share the IP

address by way of the NAT/PAT implemented on the net-

I = work processor. Note that in this configuration, a LAN data-
P v e | Switch is employed.

i o] e The above diagram implies that the home network uses

:TI s Ethernet as the physical media. Alternatively, the home

—_— network could utilize other types of physical media such

Block diagram pf conexant CX82100 Network Processor Chip as phone Iine, power Iine, or wireless channels as well.
The following diagram shows how the CX82100 can be

CX82100 Applications used as a bridge between the broadband access network

With its flexibility the CX82100 can be configured for dif-and the Home PNA:
ferent residential gateway and router/bridge arrangements

as shown in the following paragraphs. The simplest arrani

ment is a personal firewall gateway that provides protecti
to a single PC at home from the external broadband cq
nection. The following diagram gives an illustration usin
CX82100: Notice two MII interface connectors are pro L pun

I_=:|
2]

1 o
vided to connect to both the broadband access and the Iq v _ L] | o | S
PC through an Ethernet PHY device. Fa | ot 'i_ i
In such a configuration, the firewall functions are imple 4 . s

Famns Ling

mented in firmware and run on the CX82100 network prg ™™= ™=
cessor chip. An RTOS (Real Time Operating System) Is—-toms A
usually employed to allow for real-time multitasking.
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In the above diagram, a physical connection chip (PHYAbout the author
Conexant CX24611, is used to connect to the phone line for. Eric C. Huang
Home PNA. The CX24611 chip is designed for the Hom€onexant Systems, Inc.

PNA 2.0 standard and is capable of 10 Mbps data sped811 Jamboree Road, Newport Beach, CA 92660 USA
The connection between the PHY chip and the network prBhone: (+1-949) 483 4600

cessor chip CX82100 is by way of the 7-wire MIl (MedigFax: (+1-949) 483 7263

Independent Interface). E-mail: eric.huang@conexant.com

The following diagram shows how to build a residential
gateway to provide an 802.11b wireless home network. TBe. Eric C. Huang is vice president of engineering within
host interface bus of the CX82100 network processor @nexant’'s Personal Computing Division, as well as chair
converted to the PCMCIA standard bus via a CPLRnd general manager for Conexant’'s Communication Tech-
(Configurable Programmable Logic Device). This PCMClAologies Development (CCTD) Co. Ltd. in Shanghai, China.
bus serves as an access point to an 802.11b Module whitllang’s responsibilities include managing the division’s
provides the wireless interface to the computers. product development in the Greater China area (including
China and Taiwan), developing business opportunities for
the products developed in the United States and overseeing
daily operations of the CCTD.

Prior to joining Conexant, Huang served as director of
engineering for Silicon Systems/ Texas Instruments and also
as CEO for Sigmax Technology, Inc. Huang’s education
includes a bachelor’s in electrical engineering from National
Taiwan University, a master’s in electrical engineering from
University of California, Los Angeles and a doctorate ABD
in computer science from University of California, Los
Angeles.

Connection to 802.11b Wireless Home Network

Conclusion

As personal computers and broadband Internet access be-
come more popular, connecting multiple PC'’s at home and
in small home offices becomes necessary. Similarly, the
data security of home network is increasingly important.
The Residential Gateway device has to provide the func-
tions of broadband access, IP address translation, routing
and switching, firewall, and the ability to connect to differ-
ent physical home networks.

The enabling technology for Residential Gateways lies
in a powerful and yet cost-effective network processor that
provides a programmable platform. Among other features,
the adaptability to different physical home network media
and the upgradability to newer and more advanced data com-
munications and security protocols are very important.
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